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Abstract.
Generally, theintrudermustperformseveralactions,organizedin anintrusionsce-

nario, to achieve hisor hermaliciousobjective.Wearguethatintrusionscenarioscan
bemodelledasa planningprocessandwesuggestmodellinga maliciousobjectiveas
anattemptto violatea givensecurityrequirement.Our proposalis thento extendthe
definitionof attackcorrelationpresentedin [CM02] to correlateattackswith intrusion
objectivesThis notionis usefulto decideif a sequenceof correlatedactionscanlead
to a securityrequirementviolation.This approachprovidesthesecurityadministrator
with aglobalview of whathappensin thesystem.In particular, it controlsunobserved
actionsthroughhypothesisgeneration,clustersrepeatedactionsin a singlescenario,
recognizesintrudersthatarechangingtheir intrusionobjectivesandis efficient to de-
tectvariationsof anintrusionscenario.Thisapproachcanalsobeusedto eliminatea
category of falsepositivesthatcorrespondto falseattacks,that is actionsthatarenot
furthercorrelatedto anintrusionobjective.

1 Intr oduction

Themainobjectiveof computersecurityis to designanddevelopcomputersystemsthatcon-
form to thespecificationof asecuritypolicy. A securitypolicy is asetof rulesthatspecifythe
authorizations,prohibitionsandobligationsof agents(includingbothusersandapplications)
thatcanaccessto the computersystem.An intrudermight be viewed asa maliciousagent
thattriesto violatethesecuritypolicy.

Noticethatsometimestheintrudermight performhis intrusionby usinga singleaction.
However, morecomplex intrusionsgenerallyrequireseveral stepsto be performed.For in-
stance,therearetwo stepsin theMitnick attack.In thefirst step,the intruderfloodsa given
host � . ThentheintrudersendsspoofedSYN messagescorrespondingto � addressto estab-
lish a TCPconnectionwith a givenserver � . When � sendsa SYN-ACK message,� would
normally senda RESETmessageto closethe connection.But this is not possiblesince �
is flooded.This enablestheintruderto sendanACK messageto illegally opena connection
with � . NoticealsothatopeningaTCPconnectionwith � is probablynot theintruder’sfinal
objective. It is likely that the intruderwill thenattemptto get an accesson � for instance
by performinga rlogin. This meansthat the Mitnick attackwill actuallyrepresentprelimi-
narystepsof a moreglobal intrusion.In the following, we shall call intrusionscenariothe
completesequenceof actionsthatenablestheintruderto achievehis intrusionobjective.



In thiscontext, currentintrusiondetectiontechnologyonly detectselementaryattacksthat
correspondto thestepsof agivenintrusionscenario.They neitherprovideaglobalview of the
intrusionscenariosin progressnorof theintrusionobjectivestheintrudersattemptto achieve.
Therefore,our goalin this paperis twofold.First,we suggestanapproachto recognizevari-
ousstepsof anintrusionscenario.Weshallcall attack correlation thisfirst functionality. It is
actuallyanextensionof theapproachsuggestedin [CM02]. Second,whentheattackcorrela-
tionsucceedsin gatheringseveralactions,wewantto decidewhetherthecurrentobservations
actuallycorrespondto maliciousactivitiesor not.Wecall maliciousintentionrecognitionthis
secondfunctionality. Combiningthesetwo functionalitieswould enablethesecurityadmin-
istratorto have a globalunderstandingof whathappensin thesystemin orderto preparean
adequatereaction.Noticethatsometimes,thisreactionmightbelaunchedbeforetheintrusion
scenariois completed,thatis beforetheintrusionobjective is actuallyachieved.

Theremainderof this paperis organizedasfollow. Section2 introducespreliminarydef-
initions to fix the vocabulary. Section3 presentsour approachto modelling the intrusion
process.Derivedfrom planningprocessmodelsin Artificial Intelligence,thismodelincludes
a representationof both attacksand intrusion objectives.Section4 then presentsour ap-
proachfor modellingtheintrusiondetectionprocess.Basedon thesematerialsandfollowing
[CM02], we definethe notion of attackandalert correlationandalsocorrelationbetween
an attackandan intrusionobjective. Section5 further refinesour approachby introducing
hypothesisgenerationin the correlationprocess.This is usefulto completedetectionof an
intrusionscenariowhensomestepsin this scenarioarenotdetected(falsenegatives).This is
alsousefulto anticipateover theintruderintentionswhenseveralactionsthatmatchanintru-
sionscenariohave beencorrelated.Section6 illustratesourapproachonseveralexamplesof
intrusionscenarios.Finally section7 concludesthepaper.

2 Preliminary definitions

2.1 Intrusionobjectiveandintrusionscenario

Intrusion objective(intrusion detectionpoint of view) An intrusionobjectiveis thefinal
purposeof an intruder, which justifiesall its actions.So, from its point of view, the intru-
sionobjective is obvious.By contrast,from theintrusiondetectionpoint of view, it is more
difficult to determinethepossibleintrusionobjectivesandto differentiatethemfrom nonma-
licious activities.As anintruderaimsat committinga forbiddenaction,we suggestderiving
thepossibleintrusionobjectivesfrom the securitypolicy: anysecuritypolicy violation is a
potentialintrusionobjective. Wegivethreeexamplescorrespondingto integrity, confidential-
ity, andavailability violation:gaininganonauthorizedrootaccessright (Objective1),having
a nonauthorisedreadaccessto a sensitive file (Objective 2), performinga denialof service
attackon theDNS(Objective3).

Intrusion scenario As anintrusionobjectivewill oftenneedsseveralactionsto bereached,
theintruderneedsto draw upanintrusionscenario. It isanorganisedsetof correlatedactions,
which have to beexecutedfollowing a certainorder. Let uspresentthreeintrusionscenarios
correspondingto theintrusionobjectivesdescribedjustbefore.

1. Illegal NFS mount: the intruder, saybadguy, wantsto obtaina root accesson a target.
badguycanperformthefollowing actions:(1) rpcinfo to know if portmapperis running



on thetarget,(2) with theshowmountcommand,badguyseesthetargetexportableparti-
tions,(3) mountenablesbadguyto mountoneof this partition,saytherootpartition,(4)
by modifying the .rhostfile of this partition,(5) badguygetsa root accesson the target
system,(6) rlogin is thefinal stepto accessthetargetsystemwith rootprivileges.

2. DoS on the DNS: this intrusionscenarioleadsto a DoS attackon the DNS server. A
possiblescenariois: (1) nslookupto locatetheDNSserver, (2) ping to checkwhetherthe
DNSserver is active, (3) scanport 139(NetBios)to getevidencethatWindows is active
on theDNS,(4) winnukethatperformsaDOSattackonWindowsmachine.

3. Illegal file access:we shall considerthefollowing intrusionscenarioexamplewherean
unauthoriseduserbad guy tries to readsecret-file [ZMB02]: (1) bad guy createsa file
(touch file), (2) bad guyblockstheprinter, by openingthepapertrays,(3) lpr -s enables
bad guy to print file, (4) bad guy deletesfile, (5) bad guy createsa symboliclink from
file to secret-file: ln -s file secret-file, (6) bad guyunblockstheprinterandsecret-filewill
beprinted.

2.2 Maliciousandsuspiciousactions

Malicious action A maliciousactionenablesthe intruderto directly achieve an intrusion
objective.For instance,thanksto theWinnukeattack,an intrudercando a denialof service
onaWindowsserver.

Action correlation (informal definition) �	��

����� � is correlatedwith ����

����� � if �	��
������ �
mayenabletheintruderto thenperform �	��

����� � .
Suspiciousaction A suspiciousactionis definedasan actionthat canbe correlatedto a
maliciousactionor to anothersuspiciousaction.

Accordingto thisdefinition,asuspiciousactionmaybeaninoffensiveaction,or mayalso
bea way to executea maliciousactionon a following step.For example,scanningport 139
(NetBios)is notadangerousaction.But, if port139is open,theintruderknowsthatWindows
is runningandcanperformtheWinnukeattack.

Attack An attackis amaliciousactionor a suspiciousaction.
This is quiteaweakdefinitionof “attack” sinceit alsoincludessuspiciousactions.How-

ever, we guessit is closeto the intrusiondetectionterminologysincemany alertsactually
correspondto only suspiciousactions.

2.3 Fusionandcorrelationprocess

Fusionprocessand fusion alert Thesimplealertsgeneratedby differentIDS detectingthe
sameattackaremergedinto a singlecluster. This is calledfusionprocess. It determinesfirst
whicharethemergingcriteriafor eachtypeof attack,andthen,duringtheintrusiondetection
process,usesthosecriteriato constituteclusters.At last,it generatesa fusionalert to inform
all thesecuritydevicesof thecreationandthecontentof anew cluster. Thefusionprocessis
not thepurposeof this paper;see[Cup01, VS01] for differentproposals.



Correlation processand scenarioalert Thecorrelationprocessreceivesthefusionalerts
andtriesto correlatethemoneby oneusingcorrelationrules.Whena completeor a partial
intrusionscenariois detected,a scenarioalert is generated.Thepurposeof this paperis to
extendthiscorrelationprocesssuggestedin [CM02].

3 Modelling intrusion fr om the intruder point of view

In our approachtheintrusionprocessis modelledasa planningactivity. We assumethatthe
intruderwantsto achieve intrusionobjectivesand,for this purpose,theintrudercanusea set
of attacks.Theintruder’sproblemis to find asequenceof attacksthattransformsagivenini-
tial stateinto a final state.Theinitial statecorrespondsto thesystemstatewhentheintruder
startshis intrusion.And thefinal statehasthepropertythattheintrusionobjectiveis achieved
in this state.We checkthis approachon several intrusionscenarios,includingthethreesce-
nariospresentedin section2 but alsootherscenariossuchastheMitnick attack.Dueto space
limitation, we shallonly illustratescenario3 “ille gal file access”asa planningprocess.But
before,weneedto presentourapproachto modelattacksandintrusionobjectives.

3.1 Actionrepresentation

In the planningcontext, actionsarerepresentedby their pre andpostconditions.Precon-
ditionscorrespondto conditionsthe system’s statemustsatisfyto performthe action.Post
conditionscorrespondto effectsof executingtheactiononthesystem’sstate.Notethatin the
modellingof intrusionprocesssystem’s stateis only partiallyknown.

In ourmodel,anattackis similarly representedusingthreefields:its name,precondition
andpostcondition.Attack nameis a functionalexpressionthat representsthe nameof the
attackandits differentparameters.Attack pre-conditionspecifiestheminimal logical condi-
tionsto besatisfiedfor theattackto succeedandattackpost-conditionis a logical condition
thatspecifiestheminimaleffectof theattackwhenthis attacksucceeds.

Thepre-conditionandpost-conditionof anattackcorrespondto conditionsover thesys-
tem’s state. For this purpose,we usea language,denoted� � , which is basedon thelogic of
predicates.Predicatesareusedto describepropertiesof thesystemstaterelevant to thede-
scriptionof anattack.In this language,we assumethattermsstartingby anuppercaseletter
correspondto variablesandothertermsareconstants.

The predicatesarecombinedusingthe logical connectives“,” (conjunctiondenotedby
a comma)and “not” (negation).Currently, we do not allow usingdisjunctionin the pre
andpostconditionsof anattack.This meansthatnegationonly appliesto predicates,not to
conjunctiveexpressions.Takinginto accountdisjunctionsis left for futurework.

Figure1 shows how variousactionsof theexampleillegal file accessarerepresentedin
this model.To modelthis scenario,we actuallyspecify8 actions.The6 first actions

������� ,��� ����� ,

�! #"
- $ , "&%(' ��) % , � � - $ and �*� ��� ����� correspondto thevariousactionsperformedby the

intruderin the illegal file accessscenarioaspresentedin section2.
Our model includestwo additionalactions

 #" ����
 - #" ��� % $�$ and + % 
 - ,-� ��% that usuallydo
not appearin this example.Action

 ." ���*
 - ." ��� % $�$0/21 " ����
 %3"�4 �5���6�*7 modelswhathappenson1 " ���*
 %(" when �5���6� is queued:a file is printedif 1 " ����
 %(" is not blocked.This printedfile
will be 89� ��% if thereis a logical link between�5���-� and 89� ��% . Action + % 
 - ,-� �:% /��;+ % ��
 4 8�� �<% 7
correspondsto the physicalactionperformedby �=+ % �*
 to get 89� �:% after it is printed.This
lastactionactuallyenables�=+ % ��
 to obtaina readaccessto 89� ��% .



Action >�?�@&A2BDCFEHG�I
J�>
K�LNMFOPI
Q
Pre: >�R�@SI
Post:T&M!OPI�CPLUM!OPI�Q2K�?�VWJ0I�R3C!EXGYI�J�>
K�LUM!OPI�Q

Action Z�OP?�A2[\C!EHG�I
J�>
K�]NR�M^J�>�I
R�Q
Pre:_&R�MPJ�>�I�R3CP]UR�MPJ�>�I�R�Q2K_SB&`�a�M^A2b�O b(AcA2I
a�a�C!EHG�I
J�>
K�]NR�M^J�>�I
R�Q
Post:Z�OP?�A2[�I
d&CP]UR�MPJ�>�I�R�Q

Action Oe_&R - a�C!EXGYI�J�>
K�]NR�M^J�>�I�R�K�LUM!OPI�Q
Pre:_SR�M^J�>�I
R3C^]NR�MPJ�>�I�R�Q2K�T&M!OPI�CPLUM!OPI�Q2Kb3@Y>�BS?�R�M^f�I�d&C!EHG�I
J�>
K�R�I�b(d&K�LNMFOPI
Q
Post:g�@&I
@&I
d&C^LNM!O^I�K�]NR�M^J�>�I
R�Q

Action R�I
hi?�j�I�C!EXGYI�J�>
K�LNMFOPI�Q
Pre: ?�VkJ0I
R3CFEHG�I
J�>
K�LNMFOPI
Q
Post:not C^TSMFOPI�CPLNMFOPI�QlQ

Action OPJ - a�CFEHG�I
J�>
K�m�M^J0[0K�LUM!OPI�Q
Pre:not CPT&M!O^I�C^m�MPJ0[�QlQ
Post:OPM^J0[�I�dSC^m�M^J0[0K�LUM!OPI�Q

Action @SJ0Z:OP?�A2[0CFEHGYI�J�>
K�]NR�MPJ�>�I�R�Q
Pre:_&R�MPJ�>�I�R3CP]UR�MPJ�>�I�R�Q2K�Z�OP?�A2[�I
d&CP]UR�MPJ�>�I�R�Q2K_SB&`�a�M^A2b�O b(AcA2I
a�a�C!EHG�I
J�>
K�]NR�M^J�>�I
R�Q
Post:not C^Z�OP?�A2[�I
d&CP]UR�MPJ�>�I�R�QlQ

Action _SR�M^J�> -_SR�?�A2I�a
a�CP]UR�MPJ�>�I�R�K�m�MPJ0[�Q
Pre: g�@SI�@SI�d&CPm�M^J0[0K�]NR�M^J�>�I
R�QcKOPM^J0[�I�d&CPm�M^J0[0K�LNM!O^I
QcK

not CPZ�O^?�A2[�I�dSC^]NR�M^J�>�I
R�Q<Q
Post:_SR�M^J�>�I�dSC^]NR�M^J�>�I
R�K�LNMFOPI�Q2K

not CPg�@&I�@SI�d&CPm�M^J0[0K�]NR�MPJ�>�I�R�QlQ

Action GYI:> - T&MFOPI�CFEHG�I
J�>
K�LNMFOPI
Q
Pre:_&R�MPJ�>�I�d&CP]NR�M^J�>�I�R�K�LUM!OPI�Q2K_SB&`�a�M^A2b�O b(AcA2I
a�a�C!EHG�I
J�>
K�]NR�M^J�>�I
R�Q
Post:R�I
b3d b3A2A2I�a
a�C!EXGYI�J�>
K�LUM!OPI�Q

Figure1: Modellingtheillegalfile accessscenario

IntrusionObjective MFO!OPI:GYb�O R�?�?c> b(AcA2I
a�a�CPn9?�a:>�Q
StateCondition: R�?�?c> b(AcA2I
a�a�C!EHG�I
J�>
K�n9?�a:>�Q2K

not C^b(@Y>�B&?�R�MPf�I
d&C!EXGYI�J�>
K�R�?�?c>
K�n9?�a:>�QlQ
IntrusionObjective MFO!OPI:GYb�O TSMFOPI b3A2AcI
a�a�C^LNMFOPI
Q
StateCondition: R�I
b3d b3A2A2I�a
a�C!EXGYI�J�>
K�LNMFOPI�Q2K

not C^b(@Y>�B&?�R�MPf�I
d&C!EXGYI�J�>
K�R�I�b3d&K�LNMFOPI�QlQ
IntrusionObjective o;pNq ?�J o;r9q-CPn9?�a:>�Q
StateCondition: d(J0a a�I
R�j�I
R3C^n9?�a�>�QcK�d3?�a�CPn9?�a:>�Q

Figure2: Examplesof intrusionobjectives

3.2 Modellingintrusionobjective

An intrusionobjectiveis modelledby asystemstateconditionthatcorrespondsto aviolation
of thesecuritypolicy. An intrusionobjective containstwo fields: its nameanda setof con-
ditionsdenotedby Statecondition.Figure2 providesthreeexamplesof intrusionobjectives
that respectively correspondto violation of the threerequirementsspecifiedin the previ-
oussecuritypolicy example.For instance,intrusionobjective � �l�:% +.s � ,6� �:% sD��� % $�$0/289� ��% 7 is
achievedif �=+ % �*
 hasa readaccessto thefile 89� �:% but heis notauthorizedto readit.

3.3 Domainrules

Domainrulesareusedto representgeneralpropertiesof system’s statethroughpossiblere-
lationsbetweenpredicates.For conveniencematters,thesedomainrulesarealsorepresented
usinga pre andpostcondition.However, the pre andpostconditionsof a domainrule are
evaluatedon the samesystemstate:if the preconditionof a domainrule is true in a given
state,thenthepostconditionis alsotruein thesamestate.



Domain rule ?�VkJ0I
R R�MtGYBY>
CPLNMFOPI�Q
Pre: ?�VkJ0I
R3CFEHG�I
J�>
K�LNMFOPI
Q
Post:b3@3>�B&?�R�MPf�I
d&CFEHGYI�J�>
K�R�I
b3d&K�LUM!OPI�Q2K�b3@3>�B&?�R�M^f�I�dSCFEHG�I
J�>
K�VWR�Mt>�I�K�LNMFOPI�Q
Domain rule R�I�hu?�j�I R�MvG�B3>
C^LNM!O^I
Q
Pre:not T&M!OPI�CPLUM!OPI�Q
Post:not C^?�VWJ0I�R3C!EXGYI�J�>
K�LNMFOPI�QlQcK

not CPb3@3>�B&?�R�M^f�I�dSCFEHG�I
J�>
K�R�I
b3d&K�LNM!O^I
Q<Q2K
not CPb3@3>�B&?�R�M^f�I�dSCFEHG�I
J�>
K�VWR�Mt>�I�K�LNMFOPI�QlQ

Figure3: Examplesof domainrules

Figure3 providestwo examplesof domainrule. Rule ��wi� %3" " �x+.�y
�/289� ��% 7 saysthat the�=+ % �*
 ownerof agiven 8z� �:% is automaticallyauthorizedto havereadandwrite accessto this
file. Rule

"{%(' ��) % " �|+.�#
�/c8z� ��% 7 saysthatif 89� �:% doesno longerexist, thenthereis no longer
anownerfor this file andreadandwrite accessto 89� ��% arealsoremovedto every �=+ % �*
 .
3.4 Planningintrusionscenario

Using the threeprevious sections,we cannow show how the intrusionscenarioillegal file
accessis modelledasa planningprocess.For this purpose,let us consideran intruder, say� s~} +.��� , anda file containingsensitive data,say $ % � "&% 
 ,-� ��% . Let us assumethat

� sD} +.���
wantsto achieve the intrusionobjective � �l�:% +.s � ,-� �:% sD��� % $�$\/�$ % � "&% 
 ,-� �:% 7 . This meansthat� s~} +.��� wantsto achieve a final systemstatesuchthatthefollowing conditionis satisfied:

� "&% sD} s~��� % $�$0/ � sD} +.��� 4 $ % � "&% 
 ,-� ��% 7 4 not /�s~�#

��� " ��� % }#/ � sD} +.��� 4�"{% sD} 4 $ % � "&% 
 ,6� �:% 7
7
Let usalsoassumethat

� s~} +.��� startsin thefollowing initial state:

� ,-� ��% /�$ % � "&% 
 ,6� ��% 7 4 not / "&% sD} sD��� % $�$0/ � s~} +.��� 4 $ % � "&% 
 ,6� �:% 7
7 4 #" ����
 %(" /  S 
�7 4� ���~$�����s � sD��� % $�$0/ � s~} +.��� 4� & 
�7
Thatis, in theinitial state,$ % � "{% 
 ,6� �:% existsbut

� s~} +.�*� hasnotareadaccessto thisfile
andthereis aprinter

 & 
 and
� s~} +.��� hasa physicalaccessto thisprinter.

Now, theplanningproblemconsistsin finding a sequenceof actionsthat transformsthe
initial stateinto the final state.Figure4 presentsa possiblesolutionto this problem.It is
easyto checkthatobjective � �l�:% +.s � ,-� ��% sD��� % $�$0/�$ % � "&% 
 ,-� ��% 7 is achievedin thestateresult-
ing from these8 steps.Notice that thereis anothersolutionthat correspondsto startingby
blocking the printer andthencreating+.�*� ,6� �:% usingthe 
�������� command,the othersteps
beingidenticalto theothersolution.

Accordingto our definitionspresentedin section2, only + % 
 - ,6� ��% / � sD} +.��� 4 $ % � "&% 
 ,6� ��% 7
correspondingto step8 is a maliciousaction sinceit enablesthe intruder to achieve the
intrusionobjective.Steps1 to 7 areonly suspiciousactionsin thesensethat they enablethe
intruderto thenperformstep8.

4 Attack and alert correlation

Ourapproachfor intrusionscenariodetectionusesthesamematerialsastheonesintroduced
in section3. Basedon thesematerials,we shall extendthe definition of attackcorrelation
suggestedin [CM02] by definingthenotionof objectivecorrelation.



Step1: >�?�@&A2B~CPZ2b3d G�@S`�KxG�@S` T&M!O^I
Q
Step2: Z�O^?�A2[0CPZcb(d G�@S`�KP_�_3>�Q
Step3: Oe_&R - a�CPZcb(d G�@S`�KP_�_3>
K|GY@&` T&M!OPI�Q
Step4: R�I�hu?�j�I�C^Z2b3d GY@&`�K|GY@&` TSMFOPI�Q
Step5: OPJ - a�CPZ2b3d GY@&`�K|GY@&` TSMFOPI�K�a�I
AcR�I�> T&M!OPI�Q
Step6: @&J0Z�OP?�A2[\CPZ2b3d G�@S`�KP_�_3>�Q
Step7: _&R�MPJ�> -_SR�?�A2I�a�a�C�_�_3>
K|GY@&` TSMFOPI�Q
Step8: G�I�> - TSMFOPI�CPZ2b3d GY@&`�K�a
I�A2R�I:> T&M!O^I
Q

Figure4: Planningtheillegalfile accessscenario

Attack E Attack � Unifier>�?�@SAcBDCFEHGYI�J�>2��K�LNMFOPI���Q R�I�hu?�j�I�CFEHG�I
J�>���K�LNMFOPI��2Q EHGYI�J�>2����EHG�I
J�>���KLNMFOPI��6��LUM!OPI��R�I
hi?�j�I�C!EHG�I
J�>2�3K�LUM!OPI���Q OPJ - a�CFEHG�I
J�>��3K�m�M^J0[(��K�LNMFOPI��
Q LNMFOPI��6��m*MPJ0[3�Z�O^?�A2[0C!EXGYI�J�>2��K�]UR�MPJ�>�I�R��lQ @&J0Z�OP?�Ac[0C!EXGYI�J�>���K�]NR�M^J�>�I
R��2Q EHGYI�J�>2����EHG�I
J�>���K]NR�M^J�>�I
R � ��]UR�MPJ�>�I�R �Oe_SR - a�C!EHG�I
J�> � K�]NR�M^J�>�I
R � K�LNMFOPI � Q _SR�M^J�> -_SR�?�A2I�a
a�CP]UR�MPJ�>�I�R � K�m�MPJ0[ � Q LNMFOPI � ��m�M^J0[ � K]NR�M^J�>�I
R � ��]UR�MPJ�>�I�R �OPJ - a�C!EHG�I
J�>2��K�m�M^J0[��
K�LUM!OPI���Q _SR�M^J�> -_SR�?�A2I�a
a�CP]UR�MPJ�>�I�R
��K�m�MPJ0[3�2Q m�M^J0[��6��m�M^J0[3��K]NR�M^J�>�I
R��6��]UR�MPJ�>�I�R
�@SJ0Z�O^?�A2[0C!EXGYI�J�>2��K�]NR�M^J�>�I
R���Q _SR�M^J�> -_SR�?�A2I�a
a�CP]UR�MPJ�>�I�R
��K�m�MPJ0[3�2Q ]NR�M^J�>�I
R��6��]UR�MPJ�>�I�R
�_&R�MPJ�> -_SR�?�A2I�a�a�C^]NR�MPJ�>�I�R���K�m�M^J0[���Q GYI:> - T&M!O^I�CFEHGYI�J�>���K�LNMFOPI��
Q LNMFOPI��6��LNMFOPI���K]NR�M^J�>�I
R��6��]UR�MPJ�>�I�R
�
Figure5: Directattackcorrelationin theillegalfile accessscenario

4.1 Correlationdefinitions

Let � and 8 be two logical expressionshaving the form: ��� %(�0 #"�����4�%(�0 #"��~�(43�^�P�^4�%(�0 #"��.�
,

and 8�� %3�0 ."��&��4�%3�0 ."��3��43�P�^�^4�%3�0 ."����
. Each

%(�0 #"��
in � and 8 is eitherapredicateor anegation

of predicate(not equivalentto 
 " � % ), namely
%(�0 #" �

musthave oneof the following forms:%(�0 #" � �  #"&% } , or
%3�0 ." � � not /  ."{% }~7 .

Definition 1: Correlation We saythat logical expressions� and 8 arecorrelatedif there
exist � in �F� 4�'�� and � in �!� 4 � � suchthat

%(�0 #" �#�
and

%(�0 #" ���
areunifiable througha most

generalunifier (mgu)   .
For instance,thepostconditionof action 

�������H/��=+ % �*
 4 89� �:% 7 is correlatedwith thepre

conditionof action
"&%3' ��) % /��=+ % �*
 4 8z� �:% 7 . Thisis becausethesetwo logicalexpressionshave

in commonpredicate��wu� %(" /��=+ % ��
 4 89� ��% 7 .After renamingthevariablesof ��wu� %(" /��;+ % ��
 4 89� ��% 7
thatrespectively appearin thepostconditionof action 

������� andthepreconditionof action"&%(' ��) % into ��wu� %(" /��=+ % ��
 � 4 89� �:% � 7 and ��wu� %(" /��;+ % ��
 � 4 8z� �:% � 7 , we canconcludethatthese
expressionsareunifiablethroughmgu   suchthat �=+ % �*
 � �¡�=+ % �*
 � and 8z� �:% � �¢89� ��% � .
Definition 2: Dir ectattack correlation Wesaythatattacks� and £ aredirectlycorrelated
if expressions1���$3
�/��¤7 and 1 "&% /2£¥7 arecorrelated.

Intuitively, correlationbetweenattacks� and £ meansthat � enablestheintruderto then
performattack £ . Figure5 showsattacksthataredirectlycorrelatedin the illegal file access
scenario.
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Figure6: Illegalfile accessscenario

Definition 3: Indir ect attack correlation We saythatattacks� and £ areindirectly cor-
relatedthroughdomainrules ¦ � 43�P�^�^4 ¦;§ if: (1) 1���$Y
�/��¤7 is correlatedwith 1 "&% /c¦ � 7 through
amgu  u¨ , and(2) For each� in �!� 4 �ª©«� � , 1���$3
�/c¦­¬�7 is correlatedwith 1 "{% /2¦®¬2¯ � 7 througha
mgu  =¬ , and(3) 1���$3
�/2¦;§07 is correlatedwith attack 1 "&% /2£¥7 througha mgu  u§ .

For instance,it is easyto verify that attack 

�������H/��;+ % ��
 4 89� ��% 7 is indirectly correlated
with attack

�! #"
- $0/��;+ % ��
 4 1 " ���*
 %("�4 8z� �<% 7 throughthedomainrule ��wu� %(" " �|+.�#
�/c8z� �:% 7 .

Definition 4: Dir ect objective correlation We saythat attack � is directly correlatedto
intrusionobjective ° if expressions1���$Y
�/��¤7 and �W

s0
 % �����6}0�<

�����k/c°97 arecorrelated.

Definition 5: Indir ect objective correlation Samedefinitionasdefinition5 by replacing�W

s\
 % �����-}0�<

�����W/c°97 for 1 "&% /c£¥7 .
Intuitively, correlationbetweenattack � andintrusionobjective ° meansthat attack �

enablesthe intruder to achieve objective ° . For instance,attack + % 
 - ,-� ��% /��=+ % ��
 4 89� �<% 7 is
directly correlatedwith intrusion objective � �<��% +.s � ,-� ��% s~��� % $�$0/c8z� ��% 7 . Figure6 shows the
resultof applyingthecorrelationdefinitionsto the illegal file accessscenario.

4.2 Generatingcorrelationrules

In [CM02], weshow how to automaticallygeneratecorrelationrules. Dueto spacelimitation,
weshallsimplygive theintuition here.

An attackcorrelationrule enablesthe correlationprocessto correlatetwo alertscorre-
spondingto correlatedattacks.For instance,attack

"{%(' ��) % /��=+ % �*
 � 4 89� ��% � 7 is correlatedto
attack

� � - $\/��=+ % �*
 � 4 �5���-� � 4 89� ��% � 7 when 8z� �:% � �±�²���-� � . In this case,theassociatedcorre-
lation rule will saythatanalert � ��%(" 
 � correspondingto detectionof attack

"&%(' ��) % canbe
correlatedwith analert � ��%3" 
 � correspondingto detectionof attack

� � - $ if thetargetfile as-
sociatedwith � �:%(" 
 � is equalto thetargetlink associatedwith � ��%(" 
 � . Of course,animplicit
conditionto correlate� ��%(" 
 � with � ��%3" 
 � is that theattackassociatedwith � ��%3" 
 � occurred
before theattackassociatedwith � ��%(" 
 � .

We similarly generateobjective correlationrulesto correlatean alert with an intrusion
objective. Whenthecorrelationprocessreceivesanalert andthereis a correlationrule that
appliesto correlatethis alert to an intrusionobjective, thecorrelationprocesswill checkif
this objective is achieved or not. For instance,attack wu���-�6��� % is correlatedwith objective³ °¤� ��� ³µ´ � . If an alert correspondingto attack wi���6�-��� % on a given �¶��$Y
 is received,
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Figure7: Illegal root accessscenario

thenthecorrelationprocesswill checkif �·��$3
 correspondsto aDNS server. Noticethatthis
datais generallynot provided in the alert.Therefore,we needto combine“classical” IDS
with othertools that collect additionalinformationaboutthe monitoredsystemsuchasits
topologyandconfiguration.Thisproblemis briefly discussedin theconclusion.

5 Hypothesisgenerationin the correlation process

In thecorrelationprocess,hypothesisgeneration(HG) is usedin two differentsituations:

1. Whenall thestepsof a givenintrusionscenarioaredetected,thecorrelationprocesswill
succeedin trackingtheintruderby reconstitutinghis intrusionscenario.However, it may
happenthatsomestepsin anintrusionscenarioarenotdetectedby any of theIDS. In this
case,HG will try to generateminimalhypothesescorrespondingto undetectedattacksin
orderto completetheintrusionscenariodetection.We suggestraisinga virtual alert for
eachhypothesissuccessfullygenerated.

2. Whenthecorrelationprocesssucceedsin correlatingseveralattacksbut no intrusionob-
jectiveis achievedyet,HG is usedto generateanintrusionobjectiveconsistentwith these
attacks.This is usedby thecorrelationprocessto anticipateover the intruder’s intention
in orderto preparethemostadequatereaction.

5.1 Virtual alerts

The correlationprocesswill attemptto createvirtual alerts whenit is plausiblethat some
attacksarenot detected.That is, whentwo alertscannotbecorrelated,we try to insertone
or severalvirtual alertsbetweenthem.Let usdescribethetwo mainstepsof thevirtual alert
creationfunction.Let usassumethat � ��%(" 
 � and � ��%3" 
 � arenotcorrelated.

� Let �i
2

s~��� � and �i
2

sD��� � betheattacksrespectively associatedwith � ��%3" 
 � and � �:%(" 
 � .
Thecorrelationprocesswill thenattemptto find apathof attacksto connect�u
c

sD��� � with�i
2

s~��� � . Of course,thispathmustbeformedby attacksthatmightbenotdetectedby any
IDS thatprovidesalertsto thecorrelationprocess.

For example,let us assumethat, in the illegal root accessscenario1 (seefigure 7), the
modificationof the.rhostfile is notdetected.In thiscase,thecorrelationprocessreceivesthe
rlogin alertwithout beingableto correlateit with themountalert.However, thecorrelation
processknows thatattackmountcanbecorrelatedwith attackrlogin throughattack.rhost.

1Dueto spacelimitation, we donot give a completespecificationof variousactionsandintrusionobjective
includedin thisscenario(see[CM02] for a morecompletediscussionof thisscenario).



� Thesecondstepof thefunctionreplacesthepathof attacksby a pathof virtual alertsby
instantiatingeachattack.Fromthefirst attackwe createa first virtual alert.This virtual
alertis correlatedwith � �:%(" 
 � . Wedothesamefor thenext attacksof thepathuntil � ��%(" 
 �
is achieved.At thispoint,thecorrelationprocessverifieswhetherit ispossibleto correlate
thelastvirtual alertwith � ��%(" 
 � .
In thelastexample,wehadasingleattackin ourpathcorrespondingto the

�v" ����$3
 modifi-
cation.Wecreateavirtual alertassociatedwith thisattack.Accordingto thecorrelationrules
betweenmountalertand.rhostmodificationalert,thetargetIP addressesmustbethesame.
Consequently, thevirtual alert is initialisedwith thetargetIP addressof themountalert.We
thencheckcorrelationbetweenthevirtual alert.rhostandtherlogin alert.This testcouldfail
if thetargetIP addressesof thesetwo alertsarenotequal.

5.2 Derivationof intrusionobjective

Whenthecorrelationprocesshasdetectedthebeginningof ascenario,it triesto find outwhat
will bethenext stepsthatmightenabletheintruderto achieveanintrusionobjective.

For thispurpose,thecorrelationprocessappliesanapproachsimilar to thefirst stepused
to raisevirtual alerts.It analysesthe possiblecorrelationsbetweenattacksandbetweenan
attackandanintrusionobjectiveto find apathof attacksbetweenthelastdetectedalertof the
scenarioandan intrusionobjective. Whenthis alert canbe connectedto differentintrusion
objectivesthroughdifferentpaths,our strategy is simply to selectanintrusionobjective that
correspondsto theshortestpath.

6 Discussionsand examplesof scenariodetection

In the intrusiondetectioncontext, the intruderwhoseplansarebeinginferredis not cooper-
ative andobservationsaregleanedthroughIDS alerts.This point andthecomputersecurity
context bring to light several issuesto takein consideration.Theobjective of this sectionis
to show, throughtheintrusionscenariosintroducedin section2, how ourapproachaddresses
theseissues:

� Unobserved actions:Therearemultiple reasonsthat canmakean attackunobservable.
SignaturebasedIDS arenot ableto recognizeunknown exploits andeven variationsof
known exploits canmakethemundetectable.Furthermoretherecanbeholesin the IDS
networkcoveragethat makeimpossibledetectionof somemaliciousattacks.Our ap-
proachto solve theproblemthatsomestepsin an intrusionscenarioarenot detectedis
basedonhypothesisgenerationasshown in section5.

� Optionalactions:Figure8showsdetectionof intrusionscenario
³ °9� ��� ³ª´ � whenthe

intruderperformsthe sequence�-$ � �����.�  64� ���y+ 4 $���s~� 4 wi���-�-��� % . Actually, actions
 ���y+

and $���sD� areoptionalsincetheintrudermaydirectlyattemptthe wu���-�6�*� % attackwithout
checkingthat the server is active (with the

 ���y+ command)and Windows is installed
(with a $���sD� of port 139).Representingintrusionscenariothat includesoptionalactions
is immediatein our approach.If the intruderdoesnot execute

 ���y+ or $���sD� , we shall
simplydetecta simplerscenariothatdoesnot includetheseactions.
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Figure8: DOSonDNS scenario

� Representationof intrusionscenariovariations:As an intruderexecuteshis plan,his ac-
tions may leadhim to draw someconclusionsi.e. gain someknowledgeaboutthe net-
work or somehost for example.This may lead in small variationsin the executionof
the intruder’s plan.We have to beableto representthesevariationsto takethemin con-
sideration.For instance,in the

³ °¤� ��� ³ª´ � scenario,the intrudermay preferusing
 " sD� %3" ���#
 % insteadof a
 ���#+ to know whichmachinesareactive in thenetworkhewants

to attack.Representingintrusionscenariovariationsis straightforwardin our approach.
We have simply to specifythepreandpostconditionsof attack 
 " sD� %3" ���#
 % andthecor-
relationprocesswill automaticallyderive thatreplacing
 " sD� %3" ���#
 % by

 ���y+ alsoenables
theintruderto achieve the

³ °9� ��� ³ª´ � objective.

� Managementof repeatedobservations:anintruderthatwill repeatseveraltimesthesteps
of anintrusionscenariowill potentiallyactivatetheplanrecognitionseveral times.This
may lead to an explosionof the numberof alertsas in [GG01a]. For instance,if one
specifiesan intrusionscenario̧¢���6�-��� % �i
2

s~��� by the sequence

 ���#+ , $���sD� port 139,wi���-�-��� % andif the intruderexecutes100
 ���y+.$ and100 $���s~�6$ andthen1 wi���6�-��� % ,

this mayleadto �(¹&¹�º»�(¹&¹¼���(¹&¹&¹S¹ detectionsof the ¸¢���6�-��� % s0
c

sD��� . Our approach
will generateonly onealert for sucha case,even if this alert correspondsto a complex
scenario.

7 Conclusion

Basedon theobservationthatanintrusionscenariomightberepresentedasaplanningactiv-
ity, wesuggestamodelto recognizeintrusionscenariosandmaliciousintentions.Thismodel
doesnot follow previous proposalsthat requireto explicitly specify a library of intrusion
scenarios.Instead,ourapproachis basedonspecificationof elementaryattacksandintrusion
objectives.Wethenshow how to derivecorrelationrelationsbetweentwo attacksor between
anattackandanintrusionobjective.Detectionof complex intrusionscenariois obtainedby
combiningthesebinarycorrelationrelations.

Ourapproachis efficient to clusterrepeatedactionsin asinglescenario.We alsosuggest
usinghypothesisgenerationto recognizeintrusionscenarioswhensomestepsin thesesce-
nariosarenotdetected.Wehave implementedin Prologthefunctionsthatperformattackand
objectivecorrelationsin theCRIM prototype[Cup01,CM02]. Attacksareactuallyspecified
in Lambda[CO00],which is fully compatiblewith theattackmodelsuggestedin this paper
andalertsarerepresentedin theIDMEF format[CD01].

Thereareseveralissuesto thiswork.Whentheintruderdid notachievedhis intrusionob-



jectiveyetbut thereareseveralpossibleintrusionobjectivesconsistentwith agivensequence
of correlatedattacks,our currentstrategy is simply to selectthe objective that requiresthe
shortestpathof attacksto be achieved. Our course,it would be useful to significantlyen-
hancethisstrategy. WearestudyingapproachesbasedonBayesianNetworksto infer thebest
intrusionobjectivesthatexplain all theobservations.As suggestedin [GG01b], our solution
shouldalsoableto considersituationswheretheintruderhasmultiplegoals.

Anotherpoint is thatto decideif a givenintrusionscenariois achievedor not, it is often
necessaryto combineinformationprovidedby “classical”IDS with otherinformationabout
thesystemmonitoredby the IDS: its topology, configurationandotherdataaboutthe type
andversionof theoperatingsystemsandinstalledapplications.For instance,to decideif the
objective

³ °9� ��� ³µ´ � is achievedit is necessaryto know onwhichsystemis installedthe
DNS server. This is not providedby classicalIDS but othertoolsexist thatmaybeusedto
collect it. SincecurrentIDS alsoprovide alertsthatdo not allow us to distinguishbetween
successfulor failing attacks,theseadditionaldatawouldbealsousefulfor thatpurpose.This
problemis currentlyinvestigatedin theongoingprojectDICO (seealso[MMDD02]).
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References

[CD01] D. Curry andH. Debar. Intrusiondetectionmessageexchangeformatdatamodelandextensible
markuplanguage(xml) documenttype definition. draft-itetf-idwg-idmef-xml-06.txt, December
2001.
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