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Abstract.

Generallytheintrudermustperformsereralactionsprganizedn anintrusionsce-
nario, to achiese his or hermaliciousobjective. We arguethatintrusionscenariogan
be modelledasa planningprocessandwe suggestnodellinga maliciousobjective as
anattemptto violate a givensecurityrequirementOur proposalis thento extendthe
definitionof attackcorrelationpresentedih [CMO02] to correlateattackswith intrusion
objectivesThis notionis usefulto decideif a sequencef correlatedactionscanlead
to a securityrequirementiolation. This approactprovidesthe securityadministrator
with aglobalview of whathappensn thesystemIn particular it controlsunobsered
actionsthroughhypothesiggenerationclustersrepeatedactionsin a singlescenario,
recognizesntrudersthatarechangingtheir intrusionobjectivesandis efficientto de-
tectvariationsof anintrusionscenarioThis approactcanalsobe usedto eliminatea
catgory of falsepositivesthatcorrespondo falseattacksthatis actionsthatarenot
furthercorrelatedo anintrusionobjectie.

1 Intr oduction

Themainobjective of computersecurityis to designanddevelopcomputersystemshatcon-
formto thespecificatiorof asecuritypolicy. A securitypolicy is asetof rulesthatspecifythe
authorizationsprohibitionsandobligationsof agentgincludingbothusersandapplications)
thatcanaccesdo the computersystem.An intrudermight be viewed asa maliciousagent
thattriesto violatethe securitypolicy.

Notice thatsometimeshe intrudermight performhis intrusionby usinga singleaction.
However, morecomple intrusionsgenerallyrequireseveral stepsto be performed.For in-
stancetherearetwo stepsin the Mitnick attack.In thefirst step,the intruderfloodsa given
hostH . ThentheintrudersendspoofedSYN messagesorrespondingo H addresso estab-
lish a TCPconnectiorwith agivensener S. When S sendsa SYN-ACK messagef/ would
normally senda RESETmessagéo closethe connectionBut this is not possiblesince H
is flooded.This enablegheintruderto sendan ACK messagé¢o illegally opena connection
with S. Noticealsothatopeninga TCPconnectiorwith S is probablynottheintrudersfinal
objectie. It is likely thatthe intruderwill thenattemptto getanaccesson S for instance
by performinga rlogin. This meansthat the Mitnick attackwill actuallyrepresenprelimi-
nary stepsof a moreglobalintrusion.In the following, we shall call intrusion scenariothe
completesequencef actionsthatenablegheintruderto achieve hisintrusionobjectie.



In thiscontext, currentintrusiondetectiortechnologyonly detectelementanattackghat
correspondo thestepsof agivenintrusionscenarioThey neitherprovide aglobalview of the
intrusionscenariosn progressor of theintrusionobjectvestheintrudersattempto achieve.
Therefore pur goalin this papers twofold. First, we suggestinapproacho recognizevari-
ousstepsof anintrusionscenarioWe shallcall attad correlationthisfirst functionality. It is
actuallyanextensionof theapproactsuggesteth [CMO02]. Secondwhentheattackcorrela-
tion succeedm gatheringsereralactionswewantto decidewhetherthecurrentobsenations
actuallycorrespondo maliciousactuities or not. We call maliciousintentionrecognitiorthis
secondunctionality Combiningthesetwo functionalitieswould enablethe securityadmin-
istratorto have a globalunderstanding@f whathappensn the systemin orderto preparean
adequateeactionNoticethatsometimeshisreactiormightbelaunchedeforetheintrusion
scenarias completedthatis beforetheintrusionobjective is actuallyachieved.

Theremaindeof this paperis organizedasfollow. Section2 introducegreliminarydef-
initions to fix the vocalulary. Section3 presentsour approachto modelling the intrusion
processDerivedfrom planningprocessnodelsin Artificial Intelligencethis modelincludes
a representatiorof both attacksand intrusion objectves. Section4 then presentour ap-
proachfor modellingtheintrusiondetectionprocessBasedon thesematerialsandfollowing
[CMO02Z], we definethe notion of attackand alert correlationand also correlationbetween
an attackandan intrusionobjective. Section5 further refinesour approachby introducing
hypothesiggenerationn the correlationprocessThis is usefulto completedetectionof an
intrusionscenariovhensomestepsn this scenaricarenot detectedfalsenegatives).Thisis
alsousefulto anticipateover theintruderintentionswhenseveralactionsthatmatchanintru-
sionscenarichave beencorrelatedSection6 illustratesour approacton seseral examplesof
intrusionscenariosFinally section7 concludeghe paper

2 Preliminary definitions
2.1 Intrusionobjectiveandintrusionscenario

Intrusion objective (intrusion detectionpoint of view) An intrusionobjectveis thefinal

purposeof anintruder, which justifiesall its actions.So, from its point of view, the intru-

sionobjectve is obvious. By contrastfrom the intrusiondetectionpoint of view, it is more
difficult to determinghepossiblentrusionobjectvesandto differentiatehemfrom nonma-
licious actwities. As anintruderaimsat committinga forbiddenaction,we suggestleriving

the possibleintrusionobjectvesfrom the securitypolicy: any securitypolicy violationis a

potentialintrusionobjective We give threeexamplescorrespondingp integrity, confidential-
ity, andavailability violation: gaininganonauthorizedootaccessight (Objective 1), having

anonauthorisedeadaccesgo a sensitve file (Objectve 2), performinga denialof service
attackonthe DNS (Objective 3).

Intrusion scenario As anintrusionobjectve will oftenneedsseveralactionsto bereached,
theintruderneeddo draw upanintrusionscenario It is anorganisedetof correlatedactions,
which have to be executedfollowing a certainorder Let us presenthreeintrusionscenarios
correspondingo theintrusionobjectvesdescribequstbefore.

1. lllegal NFS mount: theintruder saybadguy wantsto obtaina root accesn atarget.
badguycanperformthefollowing actions:(1) rpcinfoto know if portmappeis running



onthetamget, (2) with the showmountommandpadguyseeshetargetexportableparti-
tions, (3) mountenableadguyto mountoneof this partition,saythe root partition, (4)
by modifying the .rhostfile of this partition, (5) badguygetsa root accesn the target
system{6) rlogin is thefinal stepto accesshetargetsystemwith root privileges.

2. DoS on the DNS: this intrusion scenarideadsto a DoS attackon the DNS sener. A
possiblescenarias: (1) nslookupto locatethe DNS sener, (2) pingto checkwhetherthe
DNSseneris active, (3) scanport 139 (NetBios)to getevidencethatWindowsis active
ontheDNS, (4) winnukethatperformsa DOS attackon Windows machine.

3. lllegal file accesswe shall considerthe following intrusionscenariocexamplewherean
unauthorisediserbad guy tries to readsecet-file [ZMBO02]: (1) bad guy createsa file
(toudh file), (2) bad guyblocksthe printer, by openingthe papertrays,(3) Ipr -s enables
bad guyto print file, (4) bad guy deletesfile, (5) bad guy createsa symboliclink from
file to secet-file In -sfile secet-file, (6) bad guyunblocksthe printerandsecet-file will
beprinted.

2.2 Maliciousandsuspiciousactions

Malicious action A maliciousactionenableghe intruderto directly achieze anintrusion
objective. For instancethanksto the Winnukeattack,an intrudercando a denialof service
onaWindows sener.

Action correlation (informal definition) Action, is correlatedwith Action, if Action,
mayenabletheintruderto thenperform Action.

Suspiciousaction A suspiciousactionis definedasan actionthat canbe correlatedto a
maliciousactionor to anothersuspiciousaction.

Accordingto thisdefinition,a suspiciousctionmaybeaninoffensve action,or mayalso
be a way to executea maliciousactionon a following step.For example,scanningport 139
(NetBios)is notadangerouswction.But, if port139is opentheintruderknowsthatWindows
is runningandcanperformthe Winnukeattack.

Attack An attackis amaliciousactionor a suspiciousaction.

Thisis quiteaweakdefinitionof “attack” sinceit alsoincludessuspiciousctions.How-
ever, we guessit is closeto the intrusiondetectionterminologysincemary alertsactually
correspondo only suspiciousactions.

2.3 Fusionandcorrelationprocess

Fusionprocessaandfusionalert Thesimplealertsgeneratetby differentiDS detectinghe
sameattackaremeigedinto a singlecluster Thisis calledfusionprocessit determinegirst

whicharethememingcriteriafor eachtype of attack,andthen,duringtheintrusiondetection
processusesthosecriteriato constituteclusters At last,it generateafusionalert to inform

all the securitydevicesof the creationandthe contentof anew cluster Thefusionprocesss

notthe purposeof this paper;see[Cup01, VSO0]] for differentproposals.



Correlation processand scenarioalert Thecorrelation procesgecevesthefusionalerts
andtriesto correlatethemoneby oneusingcorrelationrules.Whena completeor a partial
intrusionscenarids detecteda scenarioalert is generatedThe purposeof this paperis to
extendthis correlationprocessuggesteth [CMO02].

3 Modelling intrusion from the intruder point of view

In our approachtheintrusionprocesss modelledasa planningactiity. We assumehatthe
intruderwantsto achieve intrusionobjectvesand,for this purposetheintrudercanusea set
of attacks.Theintruder's problemis to find a sequencef attackshattransformsagivenini-
tial stateinto afinal state.Theinitial statecorrespondso the systemstatewhentheintruder
startshisintrusion.And thefinal statehasthepropertythattheintrusionobjectiveis achieved
in this state.We checkthis approaclon severalintrusionscenariosincludingthe threesce-
nariospresentedh section? but alsootherscenariosuchasthe Mitnick attack.Dueto space
limitation, we shall only illustratescenaria3 “ille gal file access’asa planningprocessBut
before we needto presenbur approacto modelattacksandintrusionobjecties.

3.1 Actionrepresentation

In the planningcontet, actionsare representedby their pre and post conditions.Pre con-
ditions correspondo conditionsthe systems statemustsatisfyto performthe action.Post
conditionscorrespondo effectsof executingtheactiononthesystems state Notethatin the
modellingof intrusionprocessystems stateis only partially known.

In our model,anattackis similarly representedsingthreefields:its name pre condition
and postcondition. Attack nameis a functionalexpressionthat representshe nameof the
attackandits differentparametersAttack pre-conditionspecifieshe minimallogical condi-
tionsto be satisfiedfor the attackto succeedndattackpost-conditions alogical condition
thatspecifiegsheminimaleffect of the attackwhenthis attacksucceeds.

The pre-conditionandpost-conditiorof anattackcorrespondo conditionsover the sys-
tem’s state For this purposewe usealanguagedenotedL’,, which is basedon thelogic of
predicatesPredicatesre usedto describepropertiesof the systemstaterelevantto the de-
scriptionof anattack.In this languageywe assumehattermsstartingby anuppercaseletter
correspondo variablesandothertermsareconstants.

The predicatesare combinedusingthe logical connectves*,” (conjunctiondenotedoy
a comma)and “not " (negation). Currently we do not allow using disjunctionin the pre
andpostconditionsof anattack.This meanghatnegationonly appliesto predicatesnot to
conjunctve expressionsTakinginto accoundisjunctionss left for futurework.

Figurel shawvs how variousactionsof the exampleillegal file accessarerepresenteth
this model. To modelthis scenariowe actuallyspecify8 actions.The 6 first actionstouch,
block, lpr-s, remove, In-s andunblock correspondo the variousactionsperformedby the
intruderin theillegal file accesscenariaspresentedn section2.

Our modelincludestwo additionalactionsprint-process and get- file that usuallydo
notappeain this example.Action print-process( Printer, Link) modelswhathappensn
Printer when Link is queuedafile is printedif Printer is not blocked.This printedfile
will be File if thereis alogical link betweenLink and F'ile. Action get-file( Agent, File)
correspondso the physicalaction performedby Agent to get File afterit is printed. This
lastactionactuallyenablesdgent to obtainareadaccesso File.



Action touch(Agent, File)
Pre:true
Post:file(File), owner(Agent, File)

Action block(Agent, Printer)

Pre:printer(Printer),
physical_access(Agent, Printer)

Postblocked(Printer)

Action lpr-s(Agent, Printer, File)

Pre:printer(Printer), file(File),
authorized(Agent, read, File)

Post:queued(File, Printer)

Action remove(Agent, File)
Pre:owner(Agent, File)
Post:not (file(File))

Action In-s(Agent, Link, File)
Pre:not (file(Link))
Postlinked(Link, File)

Action unblock(Agent, Printer)
Pre:printer(Printer), blocked(Printer),

physical_access(Agent, Printer)
Post:not (blocked(Printer))

Action print-process(Printer, Link)
Pre:queued(Link, Printer),
linked(Link, File),
not (blocked(Printer))

Action get-file(Agent, File)

Pre:printed(Printer, File),
physical_access(Agent, Printer)

Postiread_access(Agent, File)

Post:printed(Printer, File),
not (queued(Link, Printer))

Figurel: Modellingtheillegalfile accesscenario

IntrusionObjective illegal_root_access(H ost)
StateCondition:root_access(Agent, Host),
not (authorized(Agent, root, Host))

IntrusionObjectiveillegal_file_access(File)
StateCondition:read_access(Agent, File),
not (authorized(Agent, read, File))

IntrusionObjectve DOS_on_DN S(H ost)
StateCondition:dns_server(Host), dos(Host)

Figure2: Examplesof intrusionobjectives

3.2 Modellingintrusionobjective

An intrusionobjectiveis modelledby a systemstateconditionthatcorrespondso a violation
of the securitypolicy. An intrusionobjective containstwo fields: its nameanda setof con-
ditionsdenotedoy Statecondition.Figure2 providesthreeexamplesof intrusionobjectves
that respectrely correspondo violation of the threerequirementsspecifiedin the previ-
ous securitypolicy example.For instancejntrusionobjectve illegal _file_access(F'ile) is
achieedif Agent hasareadaccesso thefile F:le but heis notauthorizedo readit.

3.3 Domainrules

Domainrulesareusedto represengeneralpropertiesof systems statethroughpossiblere-
lationsbetweerpredicatesFor corveniencanattersthesedomainrulesarealsorepresented
usinga pre and postcondition. However, the pre and postconditionsof a domainrule are
evaluatedon the samesystemstate:if the pre conditionof a domainrule is truein a given
state thenthe postconditionis alsotruein the samestate.



Domainrule owner _right(File)
Pre:owner(Agent, File)
Postauthorized(Agent, read, File), authorized(Agent, write, File)

Domainrule remove_right(File)

Pre:not file(File)

Post:not (owner(Agent, File)),
not (authorized(Agent, read, File)),
not (authorized(Agent, write, File))

Figure3: Examplesof domainrules

Figure 3 providestwo examplesof domainrule. Rule owner_right( File) saysthatthe
Agent ownerof agiven F'ile is automaticallyauthorizedo have readandwrite accesso this
file. Ruleremove_right( File) saysthatif File doesnolongerexist, thenthereis nolonger
anownerfor this file andreadandwrite acces$o F'i/c arealsoremovedto every Agent.

3.4 Planningintrusionscenario

Using the threeprevious sectionswe cannow shav how the intrusionscenariallegal file
accesss modelledasa planningprocessFor this purpose]et us consideran intruder, say
bad_guy, anda file containingsensitve data,say secret_file. Let us assumehat bad_guy
wantsto achiese the intrusionobjective illegal_file_access(secret_file). This meansthat
bad_guy wantsto achieve afinal systenmstatesuchthatthefollowing conditionis satisfied:

e read_access(bad_guy, secret_file), not (authorized(bad_guy,read, secret_file))
Let usalsoassumehatbad_guy startsin thefollowing initial state:

o file(secret_file), not (read_access(bad_guy, secret_file)),
printer(ppt), physical _access(bad_guy, ppt)

Thatis, in theinitial statesecret_file existsbut bad_guy hasnotareadaccesso thisfile
andthereis aprinterppt andbad_guy hasa physicalaccesgo this printer.

Now, the planningproblemconsistan finding a sequencef actionsthattransformghe
initial stateinto the final state.Figure 4 presentsa possiblesolutionto this problem.lt is
easyto checkthatobjective illegal _file_access(secret_file) is achieredin the stateresult-
ing from these8 steps.Notice thatthereis anothersolutionthat correspondso startingby
blocking the printer andthencreatingguy_file usingthe touch commandthe othersteps
beingidenticalto the othersolution.

Accordingto our definitionspresentedhn section2, only get- file(bad_guy, secret_file)
correspondingo step8 is a maliciousaction sinceit enablesthe intruderto achieve the
intrusionobjectie. Stepsl to 7 areonly suspiciousactionsin the sensehatthey enablethe
intruderto thenperformstep8.

4 Attack and alert correlation

OurapproacHor intrusionscenariadetectionuseshe samematerialsasthe onesintroduced
in section3. Basedon thesematerials,we shall extend the definition of attackcorrelation
suggesteth [CM02] by definingthe notionof objectve correlation.



Stepl: touch(bad_guy, guy-_file)

Step2: block(bad_guy, ppt)

Step3: Ipr-s(bad_guy, ppt, guy_file)
Step4: remove(bad_guy, guy_file)

Step5: In-s(bad_guy, guy_file, secret_file)
Step6: unblock (bad_guy, ppt)

Step7: print-process(ppt, guy_file)
Step8: get- file(bad_guy, secret_file)

Figure4: Planningtheillegalfile accesscenario

Attack A | Attack B | Unifier |
touch(Agenty, File;) remove(Agents, Files) Agent; = Agents,
Fi161 = Fileg
remove(Agenty, Filey) In-s(Agenta, Linky, Files) Filey = Links
block(Agenty, Printery) unblock(Agents, Printers) Agent; = Agents,
Printer; = Printers
lpr-s(Agenty, Printery, Filey) | print-process(Printery, Links) Filey = Links,

Printer; = Printers
In-s(Agenty, Linky, File;) print-process(Printery, Links) Link; = Link-,
Printer; = Printers
unblock(Agent,, Printer;) print-process(Printery, Links) | Printery = Printery
print-process(Printery, Link,) get-file(Agenty, Files) File; = Files,
Printer; = Printers

Figure5: Directattackcorrelationin theillegalfile accesscenario

4.1 Correlationdefinitions

Let £ and F' betwo logical expressiondaving theform: £ = exprg,, exprg,, ..., exprg,,,
andF = expry,, exprg,, ..., exprg,. Eachexpr; in £ andF is eitherapredicateor anegation
of predicate(not equialentto true), namelyezpr; musthave one of the following forms:
expr; = pred, Of expr; = not (pred).

Definition 1: Correlation We saythatlogical expressions~ andF' arecorrelatedf there
exist 7 in [1,m] andj in [1,n] suchthatexprg, andexzpry, areunifiablethrougha most
generalnifier (mgu) ©.

For instancethe postconditionof actiontouch(Agent, File) is correlatedwith the pre
conditionof actionremove( Agent, File). Thisis becauséhesewo logicalexpressionhiave
in commorpredicatewner(Agent, File). After renaminghevariableof owner( Agent, File)
thatrespectrely appeaiin the postconditionof actiontouch andthe pre conditionof action
remove iNto owner(Agenty, File;) andowner(Agent,, File;), we canconcludethatthese
expressiongareunifiablethroughmgu® suchthat Agent; = Agent; andFile; = Files.

Definition 2: Dir ectattack correlation We saythatattacksA and B aredirectly correlated
if expressiong’ost(A) andPre(B) arecorrelated.

Intuitively, correlationbetweerattacksA and B meanghat A enablesheintruderto then
performattack B. Figure5 shavs attacksthataredirectly correlatedn theillegal file access
scenario.
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Definition 3: Indir ectattack correlation We saythatattacksA and B areindirectly cor-
relatedthroughdomainrules Ry, ..., R, if: (1) Post(A) is correlatedwvith Pre(R;) through
amgu,, and(2) For each; in [1,n — 1], Post(R;) is correlatedvith Pre(R;4, ) througha
mguO;, and(3) Post(R,) is correlatedwith attack Pre(B) throughamguo,,.

For instanceijt is easyto verify thatattacktouch(Agent, File) is indirectly correlated
with attackipr-s( Agent, Printer, Fiile) throughthedomainrule owner_right( F'ile).

Definition 4: Direct objective correlation We saythatattack A is directly correlatedto
intrusionobjective O if expressiong’ost(A) andState_condition(O) arecorrelated.

Definition 5: Indir ect objective correlation Samedefinitionasdefinition 5 by replacing
State_condition(O) for Pre(B).

Intuitively, correlationbetweenattack A andintrusionobjectve O meanshat attack A
enablegthe intruder to achieve objective O. For instance attack get- file( Agent, File) is
directly correlatedwith intrusion objectie illegal_file_access(F'ile). Figure 6 shows the
resultof applyingthe correlationdefinitionsto theillegal file accesscenario

4.2 Geneatingcorrelationrules

In [CMO02], weshav how to automaticallygenerateorrelationrules Dueto spacdimitation,
we shallsimply give theintuition here.

An attackcorrelationrule enableghe correlationprocesso correlatetwo alertscorre-
spondingto correlatedattacks.For instanceattackremove( Agenty, Flile;) is correlatedto
attackin-s(Agenty, Linky, File;) when File; = Link,. In this case the associatedorre-
lation rule will saythatanalert Alert; correspondingo detectionof attackremove canbe
correlatedvith analert Alert, correspondingo detectionof attackin-s if thetargetfile as-
sociatedvith Alert, is equalto thetargetlink associateavith Alert,. Of courseanimplicit
conditionto correlateAlert; with Alert, is thatthe attackassociatedavith Alert; occurred
befoe the attackassociate@vith Alert,.

We similarly generateobjective correlationrulesto correlatean alert with an intrusion
objectve. Whenthe correlationprocessecevesan alertandthereis a correlationrule that
appliesto correlatethis alertto anintrusionobjective, the correlationprocesswill checkif
this objective is achieved or not. For instance attackwinnuke is correlatedwith objectve
DOS_on_DNS. If analertcorrespondindo attackwinnuke on a given Host is receved,



illegal

.rhost

root

modification
access

(-

Figure7: lllegalrootaccesscenario

thenthecorrelationproceswill checkif Host correspond$o a DNS sener. Noticethatthis
datais generallynot provided in the alert. Therefore we needto combine“classical” IDS
with othertools that collect additionalinformation aboutthe monitoredsystemsuchasits
topologyandconfigurationThis problemis briefly discusseadh the conclusion.

5 Hypothesisgenerationin the correlation process
In the correlationprocesshypothesiggeneratio(HG) is usedin two differentsituations:

1. Whenall the stepsof a givenintrusionscenaricaredetectedthe correlationprocesawill
succeedn trackingtheintruderby reconstitutinchis intrusionscenarioHowever, it may
happerthatsomestepdn anintrusionscenariarenotdetectedy ary of theIDS. In this
caseHG will try to generateminimal hypothesesorrespondingo undetectedttacksn
orderto completethe intrusionscenariadetection We suggestaisinga virtual alert for
eachhypothesisuccessfullygenerated.

2. Whenthecorrelationprocessucceed# correlatingseveral attacksbut no intrusionob-
jectiveis achievedyet,HG is usedto generatanintrusionobjectve consistenwith these
attacksThis is usedby the correlationprocesdo anticipateover the intruder'sintention
in orderto preparghe mostadequateeaction.

5.1 \jrtual alerts

The correlationprocesswill attemptto createvirtual alerts whenit is plausiblethat some
attacksare not detectedThatis, whentwo alertscannotbe correlatedwe try to insertone
or severalvirtual alertsbetweerthem.Let us describehetwo main stepsof thevirtual alert
creationfunction.Let usassumehat Alert,; and Alert, arenotcorrelated.

o Let Attack, and Attack, betheattacksrespectrely associateavith Alert; and Alerts.
Thecorrelationproceswill thenattemptto find apathof attackgo connectAttack; with
Attack,. Of coursethis pathmustbeformedby attackgshatmightbenotdetectedy ary
IDS thatprovidesalertsto the correlationprocess.

For example,let us assumethat, in the illegal root accessscenarié (seefigure 7), the
modificationof the .rhostfile is notdetectedIn this casethecorrelationprocessecevesthe
rlogin alertwithout beingableto correlateit with the mountalert. However, the correlation
procesknows thatattackmountcanbecorrelatedwith attackrlogin throughattack.rhost

!Dueto spacdimitation, we do not give a completespecificatiorof variousactionsandintrusionobjective
includedin this scenariq'seeCM02] for amorecompletediscussiorof this scenario).



e Thesecondstepof thefunctionreplaceghe pathof attacksby a pathof virtual alertsby
instantiatingeachattack.Fromthe first attackwe createa first virtual alert. This virtual
alertis correlatedvith Alert,. We dothesamefor thenext attacksof the pathuntil Alert,
is achieved.At thispoint,thecorrelationproceswerifieswhetheiit is possibleto correlate
thelastvirtual alertwith Alert,.

In thelastexample we hadasingleattackin our pathcorrespondingo the.rkost modifi-
cation.We createavirtual alertassociateavith thisattack.Accordingto thecorrelatiorrules
betweermountalertand.rhostmodificationalert, the target|P addressemustbe the same.
Consequentlythevirtual alertis initialisedwith the targetIP addres®f the mountalert. We
thencheckcorrelationbetweerthevirtual alert.rhostandtherlogin alert. Thistestcouldfail
if thetargetIP addressesf thesetwo alertsarenotequal.

5.2 Derivationof intrusionobjective

Whenthecorrelationproces$iasdetectedhe beginningof ascenarioit triesto find outwhat
will bethenext stepsghatmightenabletheintruderto achieve anintrusionobjectve.

For this purposethecorrelationprocessappliesanapproactsimilar to thefirst stepused
to raisevirtual alerts.It analysedhe possiblecorrelationsbetweenattacksand betweenan
attackandanintrusionobjectveto find a pathof attacksetweerthelastdetectedhlertof the
scenaricandan intrusionobjectve. Whenthis alert canbe connectedo differentintrusion
objectvesthroughdifferentpaths,our strategy is simply to selectanintrusionobjective that
correspondso theshortespath.

6 Discussionsand examplesof scenariodetection

In theintrusiondetectioncontet, the intruderwhoseplansarebeinginferredis not cooper
ative andobsenationsaregleanedhroughlIDS alerts.This point andthe computersecurity
contet bring to light severalissuedo takein considerationThe objectie of this sectionis
to shaw, throughtheintrusionscenariosntroducedn section2, how our approactaddresses
thesassues:

¢ Unobsered actions:Thereare multiple reasonghat can makean attackunobserable.
SignaturebasedDS are not ableto recognizeunknovn exploits and even variationsof
known exploits canmakethemundetectableFurthermoreherecanbe holesin the IDS
network coveragethat makeimpossibledetectionof somemaliciousattacks.Our ap-
proachto solve the problemthat somestepsin anintrusionscenaricare not detecteds
basedn hypothesigeneratiorasshavn in section5.

¢ OptionalactionsFigure8 shavsdetectiorof intrusionscenariaDO.S _on_DN S whenthe
intruder performsthe sequence:slookup, ping, scan, winnuke. Actually, actionsping
andscan areoptionalsincetheintrudermaydirectly attemptthewinnuke attackwithout
checkingthat the sener is active (with the ping command)and Windows is installed
(with a scan of port 139). Representingntrusionscenariahatincludesoptionalactions
is immediatein our approachlf the intruderdoesnot executeping or scan, we shall
simply detecta simplerscenaridhatdoesnotincludetheseactions.
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Figure8: DOSon DNS scenario

¢ Representatioof intrusionscenariovariations:As anintruderexecuteshis plan, his ac-
tions may lead him to drav someconclusiond.e. gain someknowledgeaboutthe net-
work or somehostfor example.This may leadin small variationsin the executionof
theintruder’s plan.We have to be ableto representhesevariationsto takethemin con-
sideration.For instancejn the DOS_on_DN S scenariothe intruder may preferusing
traceroute insteadof a ping to know which machinesreactive in the networkhewants
to attack.Representingntrusionscenariovariationsis straightforwardn our approach.
We have simply to specifythe pre andpostconditionsof attackiraceroute andthe cor-
relationprocessill automaticallyderive thatreplacingiraceroute by ping alsoenables
theintruderto achievethe DO S _on_D N S objectve.

¢ Managementf repeatesbsenations:anintruderthatwill repeateveraltimesthesteps
of anintrusionscenariowill potentiallyactivatethe planrecognitionseveral times.This
may lead to an explosion of the numberof alertsasin [GG014. For instance,if one
specifiesanintrusionscenariolW innuke_Attack by the sequenceing, scan port 139,
winnuke andif the intruder executesl100 pings and 100 scans andthen 1l winnuke,
this mayleadto 100 x 100 = 10000 detection®f the Winnuke_attack. Our approach
will generateonly onealertfor sucha case,evenif this alertcorresponds$o a comple
scenatrio.

7 Conclusion

Basedon theobsenrationthatanintrusionscenarianightberepresentedsa planningactiv-
ity, we suggesaimodelto recognizentrusionscenariogsndmaliciousintentions.Thismodel
doesnot follow previous proposalsthat requireto explicitly specify a library of intrusion
scenarioslnsteadpurapproachs basedn specificatiorof elementanattacksandintrusion
objectves.Wethenshav how to derive correlationrelationsbetweertwo attacksor between
anattackandanintrusionobjective. Detectionof comple intrusionscenarids obtainedby
combiningthesebinarycorrelationrelations.

Ourapproachs efficientto clusterrepeatedictionsin asinglescenarioWe alsosuggest
usinghypothesigyeneratiorto recognizentrusionscenariosvhensomestepsin thesesce-
nariosarenotdetectedWe have implementedn Prologthefunctionsthatperformattackand
objectie correlationgn the CRIM prototype[Cup01,CM02]. Attacksareactuallyspecified
in Lambda[COO00], whichis fully compatiblewith the attackmodelsuggestedh this paper
andalertsarerepresentet theIDMEF format[CDO01].

Thereareseveralissuedo thiswork. Whentheintruderdid notachiezedhisintrusionob-



jective yetbut thereareseveralpossiblantrusionobjectivesconsistenwith agivensequence
of correlatedattacks,our currentstrat@y is simply to selectthe objective that requiresthe
shortestpath of attacksto be achiezed. Our course,it would be usefulto significantlyen-
hancethis stratgy. We arestudyingapproachebasedn BayesiarNetworksto infer the best
intrusionobjectvesthatexplain all the obsenrations.As suggesteih [GGO01H, our solution
shouldalsoableto considersituationsvheretheintruderhasmultiple goals.
Anotherpointis thatto decideif agivenintrusionscenarids achievedor not, it is often
necessaryo combineinformationprovided by “classical”’IDS with otherinformationabout
the systemmonitoredby the IDS: its topology configurationand otherdataaboutthe type
andversionof the operatingsystemsandinstalledapplicationsFor instancefo decideif the
objectve DOS_on_DN S is achievedit is necessaryo know onwhich systems installedthe
DNS sener. Thisis not provided by classicallDS but othertools exist that may be usedto
collectit. SincecurrentIDS alsoprovide alertsthatdo not allow usto distinguishbetween
successfubr failing attackstheseadditionaldatawould be alsousefulfor thatpurposeThis
problemis currentlyinvestigatedn the ongoingprojectDICO (seealso[MMDDO02]).
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